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CyberArk Privileged Session Manager for 
Cloud 

Securing and monitoring privileged access to cloud environments is a crucial 
security requirement, more so because privileged accounts are powerful, shared 
in nature and generally accessible from outside the organization. IAM leaders 
responsible for privileged access management (PAM) must evaluate their security 
requirements associated with administrative access to cloud platforms and 
services. Privileged Session Manager for Cloud enables secured administrative 
access to a hybrid cloud environment combined with multi-factor authentication.  
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1  Introduction 

Privileged Access Management (PAM), over the last few years, has become one of the most relevant 

areas of Cyber Security closely associated with Identity and Access Management technologies that deal 

with facilitating, securing and managing privileged access for both IT administrators and business users 

across an organization’s IT environment.  

Privileged shared accounts access to cloud and web applications is a broad attack surface that lacks the 

fundamental strong multi-factor authentication security principle. Cloud administrators and privileged 

business users become frequent targets for cyber-attacks as they have broad and often unlimited access 

to a range of management consoles, mission critical SaaS applications, shared corporate social media 

accounts as well as DevOps consoles. 

At KuppingerCole, we define PAM solutions to constitute of the following key tools and technologies: 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Blueprint of PAM tool and technologies 

Of the available Privileged Access Management (PAM) technologies, PSM remains one of the three core 

technologies that constitute a baseline PAM solution, the two others being Shared Account Password 

Management (SAPM) and Controlled Privileged Elevation and Delegation Management (CPEDM). PSM is 

also one of the most sought-after security capabilities by security leaders to gain visibility and control  
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over privileged activities in their IT environment that is consistent with the organization’s security 

policies and regulatory regimes. 

Privileged Session Management (PSM) technologies have existed as point solutions for years before they 

started to amalgamate within PAM tools to solve broader privileged access management use-cases 

beyond the common remote access use-cases. Today, PAM tools depend entirely on PSM technologies 

to establish, secure and control administrative access to the range of IT systems and applications in a 

hybrid IT environment. These capabilities, however, have predominantly been marked by the need to 

manage privileged session activities to address the wide range of operational, security and regulatory 

requirements for organizations across the industry verticals. 

PSM technology primarily addresses these challenges for an organization’s IT management: 

a. Exposure of the sensitive credentials to users and devices that may be easily compromised 

b. Lack of operational visibility and control over (outsourced) IT operations on critical systems and 

applications 

c. Lack of auditing and monitoring of privileged activities 

d. Lack of forensic investigation capabilities 

And PSM tools essentially offer the following features to address the challenges noted above: 

a. Secure and isolate session establishment to target systems including user authentication and role-

based authorization by preventing privileged credentials being exposed to users as well as devices 

b. Session management including Single Sign-On 

c. Controlled access (Time based access, command control, session termination etc.)  

d. Privileged session recording and play-back 

e. Real-time session monitoring, alerting and response 

f. Forensic investigation capabilities 

IT infrastructure, operations, and security leaders are under increased business and regulatory pressure 

to assess and manage the security risks arising from increased cloud access patterns of IT 

administrators, third-party vendors and privileged business users. To meet the security requirements of 

increased cloud adoption, PSM technology over the past few years has undergone a major 

transformation of its on-premises only approach to include the emerging privileged access patterns of 

an increasing cloud-dominated IT environment. PAM vendors are continuously adding native cloud-

ready features to their PSM technology in order to address the security risks of administrative access to 

cloud platforms and services. CyberArk Privileged Session Manager for Cloud offers a unified approach 

that not only supports multiple cloud platforms and web-based applications, but also enhances the 

‘ease of access’ factor while securing the privileged access to cloud environment. 

In this Executive View, we discuss CyberArk’s session management capabilities for cloud admins and 

privileged business users to manage privileged access to cloud infrastructure and applications (IaaS, 

PaaS and SaaS) via CyberArk Privileged Session Manager for Cloud. We also discuss how the acquisition 
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of Vaultive technology strengthens CyberArk’s Privileged Session Manager capabilities to deliver a 

unified set of security controls across an organization’s hybrid environment. 

2  Product Description 

Headquartered in Petach-Tikva, Israel, CyberArk offers a comprehensive range of PAM technologies that 

help organizations manage the most critical aspects of privileged access prevalent in the industry. The 

CyberArk Core Privileged Access Security Solution is built upon three foundational components:  

credential protection and management (Enterprise Password Vault), session isolation and monitoring 

(Privileged Session Manager) and threat detection and response (Privileged Threat Analytics). Additional 

PAM solution modules from CyberArk include Application Identity Manager for Application to 

Application Password Management (AAPM), Endpoint Privilege Manager for managing endpoint 

privileges and Conjur for securing emerging DevOps requirements. In addition, CyberArk has recently 

launched its PAM as–a-Service offering, the CyberArk Privilege Cloud. 

CyberArk’s Privileged Session Manager offers the necessary capabilities for isolation, control, recording, 

and monitoring of privileged user activities across a range of target systems such as servers, databases, 

applications and virtualized environments. Technically, CyberArk Privileged Session Manager operates in 

an agent-less, secure proxy server configuration that acts as a centralized control point for securing 

access, enforcing monitoring and recording of privileged activities across the datacenter. CyberArk 

Privileged Session Manager integrates with Enterprise Password Vault to allow administrators to logon 

to the targeted systems without knowing the actual passwords and thereby eliminating the risks of 

credential theft or session hijacking.  

2.1 CyberArk Privileged Session Manager 

This section describes the existing CyberArk Privileged Session Manager offering prior to the addition of 

Privileged Session Manager for Cloud. 

CyberArk Privileged Session Manager isolates, controls and monitors privileged user access by providing 

a common access point for administrators across UNIX, Linux, and Windows-based systems, databases, 

virtual machines, network devices, custom applications and web-interfaces including websites and other 

management consoles. As a single-access control point for access to multiple systems, Privileged Session 

Manager prevents malware spread by putting a hardened proxy server layer between the easily 

compromised user end-points and the protected target systems. In addition, the keystrokes, commands 

and events are recorded for continuous activity monitoring. The passwords for managed target systems 

are automatically retrieved and injected by the native Privileged Session Manager integration with 

CyberArk Enterprise Password Vault eliminating the need for administrators to know the passwords and 

preventing credentials exposure to their end-points or browsers and providing robust security controls 

in outsourced IT operations or third-party vendor access use-cases.  

CyberArk’s Privileged Session Manager has been enhanced with Privileged Session Manager for SSH 

(former PSMP) and Privileged Session Manager for Windows (former RDP Proxy) components that 

provide administrators with native access to traditional assets. Moreover, the availability of the 

Universal Connector allows for the custom development of connectors to extend and apply required 
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security controls and facilitate privileged sessions establishment for non-standard, home-grown systems 

and applications. This helps to consolidate and streamline IT administrators’ access across the variety of 

target systems in an enterprise and can contribute significantly towards better user experience and 

widest coverage of the entire environment, thereby enhancing administrative efficiency, security and 

user productivity. 

CyberArk Privileged Session Manager offers a proxy-based, agent-less approach to establish, record and 

monitor privileged activities in a wide range of target systems that include servers, databases, network 

devices, applications and virtualized environments. A tamper resistant vault storage allows for storage 

of recorded sessions and auditing information in a compressed and easily retrievable format that can be 

viewed later for compliance and Root Cause Analysis (RCA) purposes. The command-level indexing and 

search capabilities offered by CyberArk Privileged Session Manager enable detailed and quick search of 

information within recorded sessions for playback and forensic investigations. Privileged Session 

Manager also offers dual-control over privileged sessions that allow approved auditors or managers to 

supervise live user sessions and intervene if required. 

Integration of Privileged Session Manager with CyberArk Privileged Threat Analytics module provides 

near real-time detection and alerting of suspicious privileged activities that are performed either within 

the managed session or in attempt to bypass it.  This integration is essential in preventing anomalous 

privileged activities based on risky behavior patterns of administrators. With this integration, anomalous 

activities detected by Privileged Threat Analytics can trigger threat alerts that can be consumed by 

Privileged Session Manager for appropriate remedial actions, thereby preventing any unwanted 

malicious activities on the fly. From an audit perspective, this integration streamlines and prioritizes the 

audit and review of privileged session activity via risk scoring.  Upon high-risk or malicious activity 

occurring, the solution will automatically generate a risk score whereby an auditor can review the 

sessions that present the highest level of risk to the organization.  

Besides integration with Privileged Threat Analytics, Privileged Session Manager also offers integration 

with third-party authentication solutions to deliver a choice of multi-factor authentication methods for 

privileged users at the session initiation. CyberArk Privileged Session Manager also allows for ready 

integration with third-party IT Service Management (ITSM) tools such as ServiceNow and Remedy to 

offer time and approval-based session management. 

While these capabilities have been primarily focused on managing on-premises systems and 

applications, Privileged Session Manager solutions are continuously evolving to meet the cloud access 

use-cases as more and more organizations adopt cloud infrastructure and therefore need help with 

brokering of credentials and monitoring of administrative access to cloud platforms including SaaS, IaaS 

and PaaS. CyberArk Privileged Session Manager extends session management controls to cloud 

applications and infrastructure, however, lacked certain capabilities that allow for native access as well 

as detailed monitoring and auditing of activities post session initiation. The acquisition of Vaultive offers 

CyberArk the edge in Privileged Session Manager technology by allowing for better visibility and control 

over privileged activities in the cloud. 

2.2 CyberArk Privileged Session Manager for Cloud 

An increased use of cloud infrastructure and applications by organizations comes with an increased 

acceptance of and reliability on the cloud provider’s security controls, which very often do not conform 
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to an organization’s own internal security standards or as required by the business. Shifting application 

workloads should involve security considerations such as giving away excessive administrative power in 

the hands of cloud administrators by the traditional means of securing access through shared passwords 

in a data center environment. For instance, an administrative account in a cloud console is almost as 

powerful as the domain admin, and if compromised can allow the attacker to perform a network 

takeover. The implications of unmonitored and unaudited administrative access for cloud can be 

disastrous not only for an organization’s security but also for its business. Unlike traditional data center 

environments, the ease of spinning up new VMs using fewer commands in a cloud infrastructure 

platform could have a drastic impact on the entire value proposition of cloud adoption, if it remains 

unmonitored or unaudited. The usual practice of cloning templates for creating new server instances 

has exponentially increased the security risks associated with cloning of default passwords. 

 

Figure 2: CyberArk PSM Topology 

Privileged session management technology is continuously evolving to address the emerging 

requirements of securing privileged access as businesses shift from on-premises applications and 

infrastructure to cloud services and platforms. There’s increasing pressure on security and IAM leaders 

responsible for PAM in organizations to manage privileged access across cloud applications and 

infrastructure that include administrative accounts for cloud management consoles including cloud 

provider APIs for Cloud Infrastructure Management Interfaces (CIMIs), as well as administrative 

accounts for software-as-a-service (SaaS) applications including business applications and corporate 

social media accounts. 

The challenge though, is in the ability of the security teams to apply the aforementioned security 

controls in a way that will be acceptable and adopted by the business units, who’ve already been 

utilizing cloud infrastructure and applications for several years and are accustomed to preserving their 

native experience for accessing these applications. By introducing significant operational changes by the 

security teams, this will undoubtedly create disruption to the users’ day to day activities and cause 

friction and stifle user adoption. 

The selective acquisition of Vaultive’s technology by CyberArk in March 2018 focused on cloud 

application privilege management and security features that were intended to strengthen CyberArk’s 

existing Privileged Session Manager capabilities for cloud. With the acquisition of Vaultive for providing 

native connectors to cloud-based applications and infrastructure platforms, CyberArk has been able to 
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position itself as a Privileged Session Manager technology provider that enables native strong multi-

factor authentication for a wide range of commonplace cloud applications and platforms, even if the 

application has no integrations available with any 3rd party MFA provider. The availability of ready 

connectors greatly reduces the need for any changes to be made at the application end for necessary 

integration. Native access provides a seamless experience and faster connectivity to integrated 

applications directly through the login page of the application, thereby enhancing user experience and 

end-user productivity. 

CyberArk Privileged Session Manager for Cloud aims to offer a common access point for all 

administrative access across cloud applications for better visibility and governance purposes. Besides 

providing a common access point, Privileged Session Manager for Cloud also offers continuous 

monitoring of privileged activities on a per application and per transaction basis. Similarly, with the 

integration with Privileged Threat Analytics mentioned above, the Vaultive technology delivers 

configurable, risk-based scoring to privileged activities that can be further utilized for prioritizing 

compliance driven audit process and risk detection.  

Privileged Session Manager for Cloud also offers a consolidated and a correlated view of privileged 

activities across the organization’s cloud portfolio. Moreover, being part of the Privileged Session 

Manager provides the security teams with a unified review process across their entire hybrid 

environment, which is important from a meaningful auditing and effective threat detection perspective. 

Most data theft or malicious activities go undetected for a long period of time because the channel for 

credential theft is entirely different from the channel of exploitation. Therefore, actions taken by 

privileged users across multiple applications or databases through different channels, when correlated, 

can generate more effective and strong indicators of risks as compared to individual application 

auditing. 

While on the surface these capabilities appear very similar to the ones offered by CASB vendors, they 

are in fact quite different in reality, both from the use-case and technical implementation perspectives. 

CASB’s are focused on providing security controls and management support for standard business users 

and do not address the detailed session control, monitoring as well as analytics and alerting 

requirements of privileged access as well as corporate use of social media. CASB vendors that offer an 

API-based approach for securing cloud access are unable to demonstrate the controls required for 

privileged activity monitoring and might require significant development efforts to differentiate 

between privileged and standard user activities. Moreover, integration with enterprise password vault 

to deliver a true session isolation, credentials protection and seamless experience for cloud 

administrators and privileged business users to access cloud applications can’t be achieved easily. 

Most proxy-based CASB vendors, are unable to match the granularity of session controls such as user 

activity correlation with sensitive credentials retrieval, risks detection in post-logon activity and full 

accountability for operations in cloud applications and management consoles and therefore do not 

meet the complexity requirements for managing privileged session activities in a tangled IT 

environment. CASB vendors, as of today, are also unable to correlate privileged activities across cloud 

and on-premises systems, which is a very essential control for meaningful and actionable threat 

intelligence. Therefore, it may not be appropriate to compare Privileged Session Manager for Cloud with 

certain functions offered by CASB providers as both serve different set of users as well as cloud security 

objectives. 
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2.3 CyberArk PSM for Cloud: Vision 

CyberArk Privileged Session Manager for Cloud offers a good mix of session management capabilities 

developed internally by CyberArk and selectively acquired from Vaultive to deliver controls that secure 

the privileged account login process as well as isolate, monitor and alert on suspicious privileged 

sessions within the cloud environments. In its attempt to offer a one-stop cloud security solution for 

organizations, CyberArk has currently delivered strong MFA, native access, activity monitoring and risky 

activities detection for:  

a) Cloud infrastructure providers: AWS, Azure and Google Cloud administrative consoles 

b) SaaS applications: Salesforce  

c) DevOps tools: OpenShift console 

d) Social media sites: Twitter, LinkedIn, Facebook and Instagram 

Going forward, CyberArk plans to continuously invest in expanding Privileged Session Manager for Cloud 

capabilities to secure native access to additional applications, simplify application on-boarding for 

customers and partners through an extendible connectors framework, deepen activity monitoring and 

governance of privileged activities in cloud applications and platforms, and integrate with CyberArk’s 

Privilege Cloud SaaS offering (to provide strong security controls as a service). 

3  Strengths and Challenges 

With CyberArk building on additional Privileged Session Manager capabilities to address emerging cloud 

access and security requirements of organizations, the acquisition of Vaultive’s secure cloud access 

technology will help immensely to maintain and further promote its position as the market leader in 

addressing the Privileged Access Management requirements in a complex and increasingly hybrid IT 

environment.  

Privileged Session Manager for Cloud appeals not only to organizations that have an aggressive cloud 

adoption strategy either currently in execution or on the roadmap and are looking for controls to 

consolidate and secure administrative and business users’ access to the cloud, but practically to any 

organization since consuming SaaS applications, social media and on-premise web applications is 

extremely common already today. Privileged Session Manager for Cloud also appeals greatly to 

organizations where the cloud application and infrastructure management is outsourced to third-party 

vendors leading to a significant loss of control and visibility into the operations. 

Privileged Session Manager for Cloud is a part of the Core Privileged Access Security Solution, providing 

a complete solution in the PAM market that meets the security and regulatory compliance requirements 

of today’s enterprises pertaining to privileged activities in a mission critical cloud as well as web based 

on-premises environment. A future integration with CyberArk’s Privileged Cloud SaaS offering will offer 

an entirely cloud-based Privileged Session Manager solution that is delivered from the cloud for 

applications and infrastructure residing in the cloud. 
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Strengths Challenges 

● Achieve unified security controls and 
consolidated and correlated view of privileged 
activities across the hybrid and multi-cloud 
environments, avoid "security islands" 

● Secure and managed access, powered by multi-
factor authentication, to key cloud and on-
premises web applications and platforms 

● Focus on user experience by delivering faster 
and easier access for Cloud administrators and 
privileged business users 

● Timely introduction of ‘Privileged Session 
Manager for Cloud’ in response to market 
demand 

● Built on Vaultive’s market-tested and proven 
technology for securing access to cloud 

● Risks detection in privilege user activities across 
the environment 

 

● Difficult to position against and tap into cloud 
infrastructure providers’ such as AWS and 
Azure’s own security and activity monitoring 
controls, where customer environment is solely 
focused on a single cloud provider 

● Market’s perception of CASB vendor’s 
capabilities in managing secured access to 
cloud applications 
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